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Talk outline

Background
ISO 26262
Specification Patterns
Formal Contract Logic (FCL)
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1SO 26262 [1]
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Background (1)

Confirmation review, including compliance

Item

i
Item Integration and testing| :
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§ | sseneso checking of the safety plan: MANDATORY!
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Adapted from I1SO 26262-6:2011: Referen:phase model for the software development b) a rati On al e S h al | be p rOVi d ed
Software unit design and implementation
Structure:

a) Divided into parts/clauses
b) Alternative methods (ASIL)
c) Disjoint alternatives

Requirementd S0 26262:@8

R1 The software unit design and implementation phase start

R2 Specify software units in accordance with the architectural

design and the associated safety requirements.

d) Frequently recurring expressions
(e.g., in accordance with)
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Background (2)

Specification patterns[3]

"Generalized descriptions of commonly occurring requirements on the permissible state
sequence of a finite state model of a system.0

Absence A given state P does not occur within a scope.

Existence A given state P must occur within a scope.

Universality A given state P must occur throughout a scope.

Precedence A state P must always be preceded by a state Q within a scope.
Response A state P must always be followed by a state Q within a scope.

Scope: AThe extend of the program execution over w

a) Global, which represent the entire program execution.
b) After which includes the execution after a given state.

[3] M. Dwyer, GAvrunirE | Yy R W#@ropery Siiefitafich fodFinitState VerificatiorZ ¢ Intérgational Conference on Software Engineering98, pp. 414420.
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Background (3)

Formal Contract Logic (FCL)[4]

Id {ICLOO 3 h;l'),’r oq Normativeeffect

Conditionsof the applicabilityof the norm

» Regorous|[5]
A Definitionof
A Triggeringof[deonticnotions

'—A Permissions

A| Obligations |«
Superiorityrelation i [=>) v ' v
Achievement Maintenance
e 7 e I A
Perdurant Non-perdurant Preemptive NonPreemptive

[PIP P is permitted

[OM]P There is a maintenance obligation for P

[OAPP]P There is an achievement, preemptive, gmerdurantobligation for P
[OANPP]P There is an achievement, ngareemptive andoerdurantobligation for P
[OAPNP]P There is an achievement, preemptive and smerdurantobligation for P
[OANPNP]P There is an achievement, ngareemptive and norperdurantobligation for P

[4] G Governatork Refpresenting business contracts RuleML= Ent. J. Coop. Inf. Systol. 14, no. 02n03, pp. 18216, 2005.

[5] https://research.csiro.au/dataél/regorous.
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Talk outline

Safety Compliance Patterns

Our definition of safety compliance pattern
ISO-26262-related compliance patterns identification
ISO-26262-related compliance patterns definition/instantiation
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Safety compliance patterns (1)

Our definition of safety compliance pattern

Automatic B Y Safetyrequirementl

compliance o sl ® <:]| X
checking Safetyrequirementn
Finite state model of the process Permissiblestates

Procesy ) systemthat canbe verified

”Safety Compliance Patterns are patterns that describe commonly occurring normative
safety requirements on the permissible state sequence of a finite state process model”’

SpecificatiorPattern/ SafetyCompliancePattern

Stateof a system Stateof a process element

Scopegextendof the programexecutior) | Scope (interval in a process when the
obligations are in force)
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Safety compliance patterns (2)

ISO 26262-related compliance patterns identification

Selectionof arecurring
structurein 1SO 26262

v

Descriptionof the obligation
for compliance

Pattern description

Definition of the scope

v

Formalization in FCL
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a)

b)

Recurring structures, e.g., parts, clauses, alternative
methods, disjoint alternatives
Recurring expression, e.g., in accordance with

Why the structure is required for compliance

Name

Description

Absence
Existence
Universality
Precedence

Response

A given state P does not occur within a scope.

A given state P must occur within a scope.

A given state P must occur throughout a scope.

A state P must always be preceded by a state Q within a scope.

A state P must always be followed by a state Q within a scope.

Stateof a system Stateof a process element

Scopgextendof the program Scope (interval in a process whe

execution

>

the obligations are in force)

b)

Global which represent the entire program execution.
After which includes the execution after a given state.
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Safety compliance patterns (3)

ISO 26262-related compliance patterns identification

Formalization in FCL

Specificationpatterns FCL
Globalscope Maintenence obligation
After scope Nonpreemptiveobligation

Exceptionsfor the rules

)

Permit

I

<

If something is permitted the obligation
to the contrary does not hold.

NorrperduravntOingation

Permit

NonperdurantObligation

TeReCombDecember 13 2017, Luxembouraq.

10




Z5 MALARDALEN UNNERSITY AMASS

Safety compliance patterns (4)

ISO 26262-related compliance patterns definition/instantiation

Address Phase

Structure Phase

Obligation  Everyphase proposed by the safety model must be addressed A phasecan be
omitted if tailoringis performedandarationaleis provided

Description (Universality+ absensgA phasemust occurthroughout a scope Not addressinghe phaserequiresits
tailoringandthe provisionof arationale

Scope Global
IdENOQE e DA™Y QQQQI O W QR ODBH QN E B
FCL formalization i dd Qa0 Q¢ & Oa QO Dd)a @B QHQQI RIQLI Q

Pattern Instantiation =———»{ R1 The software unit design and implementation phase start

id [00]OQQI Qi i "YOTYE Q0 0QiI Q& Q& QO0GNAQAQEdDONQ
a0 Qaéi 0QQI Qi IQé 7&?50'@@» ooiamE o Meé DéHH Q0 1 0 a & Q0 Q¢ "QOOEX QX 1y ADAG
[0] @ QQ1 Qi i "YO YE Q0O OQi Q¢ Q¢ Q0aNaQadQe 60 WO Q€

i i
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Safety compliance patterns (5)

ISO 26262-related compliance patterns definition/instantiation

Perform Preconditions

Structure ¢ KS & i NHzOG dzZNB A Y Lidt akcOrflatice wigpé § KS S E LINB

Obligation A task is prohibited until the preconditions are performed.

Description (Absence + preceden):egiven task cannot occur within a scope. The task is permitted to be
performed if the preconditions are performed.

Scope After.

‘ &
FCL formalization i d) Qi ORI dQrE & NOPIGLE "QEVNd Q

Patternlnstantiationﬁ ........... SR AR R A A
design and the associated safety requirements. :

1 o QQl Qi § "Y0 YE "Q0 0Qi "QQ¢ 6 ¢ [@'Od P At @ie "VEOIO EIY¥E QD Q QW YO Y& Q¢
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Conclusion and future work

We have

¢ Use Dwyers et at.0 sspecification patterns to provide our definition of safety
compliance pattern.

¢ ldentify 1SO 26262-specific FCL compliance patterns, extracted from implicit and
explicit recurring structures.

¢ Instantiate the defined patterns to illustrate their applicability

We plan to:

Examine other ISO 26262 clausesto apply the proposed patterns and discover
additional ones.

With a complete catalog of patterns, we plan to provide a more elaborated
guideline for their instantiation .

Combine this work with previous work, regarding the provision of a framework to
increase efficiency and confidence in safety processcompliance management
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Safety compliance patterns (6)

ISO 26262-related compliance patterns definition/instantiation

Disjoint methods

Structure Thestructureimplicitin the word ¢or.€ whenit isusedto listtwo methods

Obligation  Onlyone method canbe selectedfrom a list of two.

Description (Existence+ absencez A givenmethod is selectedwithin a scope Thepresenceof a secondmethod
derogateghe selectionof the first method..

Scope After.

Yi "QQQQI Q¢ "Qp
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FCL formalization | i d Qa{Rk@o QhQq4u] i Qal
l l

Q0 Q¢ Qp

R3 The detailed design will be implemented as amodel or -
directly as source code. ' '

Pattern Instantiation =————»
1 dQanaQaQe o0 Qe WYWOYE KRG Q0o 0ana Qa’Qe 60 Qe "Qdi 6YE O
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Safety compliance patterns (7)

ISO 26262-related compliance patterns definition/instantiation

Select alternative methods

Structure  Alternative methods given in tables.

Obligation  Methods should be selected according to ASIL/recommendation levels
Alternative methods can be selected if a rationale is provided

Description (Response+ absencez A given obligation has to occur The provision of a rationale grants the
permissionto derogatesthe obligation

Scope After.

id {Yi QQ0QI 0t QP HEHAVAHUIRERDS Qo £ 1 GO QO 'Q
FCL formalization | i dii £ 0 'QQQY®0 Q¢ ¢ O DORIGD & 6 B A dnE Qi

o 0] | QaR&OQOOET @b Q6 QE Qi

l l

R4 The software unit design shall be described using specific

Pattern Instantiation = S ", -~ o
riotations, which are listed as alternative methods.
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