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[1] ISO нснснΣ άRoad Vehicles-Functional SafetyΦ LƴǘŜǊƴŀǘƛƻƴŀƭ {ǘŀƴŘŀǊŘΦέ нлммΦ

ISO 26262 [1]

Adapted from  ISO 26262-6:2011: Reference phase model for the software development 

Å Strictly planned

Å Flexibly planned

[2] B. GallinaΣ άIƻǿ ǘƻ ƛƴŎǊŜŀǎŜ ŜŦŦƛŎƛŜƴŎȅ ǿƛǘƘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ƻŦ ǇǊƻŎŜǎǎ ŎƻƳǇƭƛŀƴŎŜΣέ ƛƴ The 3rd Scandinavian Conference on Systems & Software Safety., 2015.

The safety plan

a) tailoring shall be defined in the S.P, 

b) a rationale shall be provided

(Tailoring)

can be [2]:

Confirmation review, including compliance

checking of the safety plan: MANDATORY! 

Structure:

a) Divided into parts/clauses

b) Alternative methods (ASIL)

c) Disjoint alternatives

d) Frequently recurring expressions

(e.g., in accordance with)

RequirementsIS0 26262:6-8

R1 The software unit design and implementation phase start

R2 Specify software units in accordance with the architectural 
design and the associated safety requirements.

R3 The detailed design will be implemented as a model or 
directly as source code.

R4 The software unit design shall be described using specific 
notations, which are listed as alternative methods.

Software unit design and implementation
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[3] M. Dwyer, G. AvruninΣ ŀƴŘ WΦ /ƻǊōŜǘǘΣ άProperty Specification for Finite-State VerificationΣέ ƛƴ International Conference on Software Engineering., 1998, pp. 411ς420.

Specification patterns[3]

"Generalized descriptions of commonly occurring requirements on the permissible state 

sequence of a finite state model of a system.ò

Scope: ñThe extend of the program execution over which the pattern must holdò

a) Global, which represent the entire program execution.

b) After which includes the execution after a given state.

Name Description

Absence A given state P does not occur within a scope.

Existence A given state P must occur within a scope.

Universality A given state P must occur throughout a scope.

Precedence A state P must always be preceded by a state Q within a scope.

Response A state P must always be followed by a state Q within a scope.

TeReCom December 13 2017, Luxembourg.
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Formal Contract Logic (FCL)[4]

ὶȡὥȟȣȟὥ ᵼὧ

Notation Description

[P]P P is permitted

[OM]P There is a maintenance obligation for P

[OAPP]P There is an achievement, preemptive, and perdurantobligation for P

[OANPP]P There is an achievement, non-preemptive and perdurantobligation for P

[OAPNP]P There is an achievement, preemptive and non-perdurantobligation for P

[OANPNP]P There is an achievement, non-preemptive and non-perdurantobligation for P

[4] G. GovernatoriΣ άRepresenting business contracts in RuleMLΣέ Int. J. Coop. Inf. Syst., vol. 14, no. 02n03, pp. 181ς216, 2005.

Id

Conditionsof the applicabilityof the norm

Normative effect
Å Definition of a new term
Å Triggeringof deonticnotions

Å Obligations 

Å Permissions  

Maintenance

TeReComDecember 13 2017, Luxembourg.

Achievement

Preemptive Non PreemptivePerdurant Non-perdurant

ὶ ὶᴂSuperiorityrelation

Regorous[5]

[5] https://research.csiro.au/data61/regorous/ .

https://research.csiro.au/data61/regorous/
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Safety compliance patterns (1)
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Our definition of safety compliance pattern
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Safetyrequirement1
Χ
Safetyrequirementn

Finitestatemodelof the process Permissiblestates

Process system that canbe verified

”Safety Compliance Patterns are patterns that describe commonly occurring normative 

safety requirements on the permissible state sequence of a finite state process model”

State of a system State of a process element

Scope(extendof the program execution) Scope (interval in a process when the 
obligations are in force)

SpecificationPattern/ SafetyCompliancePattern

Automatic
compliance

checking
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ISO 26262-related compliance patterns identification
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Selectionof a recurring
structurein ISO 26262

Descriptionof the obligation 
for compliance

Pattern description

State of a system State of a process element

Scope(extendof the program 
execution)

Scope (interval in a process when 
the obligations are in force)

Formalization in FCL

Definition of the scope a) Global, which represent the entire program execution.
b) After which includes the execution after a given state.

a) Recurring structures, e.g.,  parts, clauses, alternative 

methods, disjoint alternatives

b) Recurring expression, e.g., in accordance with

Name Description

Absence A given state P does not occur within a scope.

Existence A given state P must occur within a scope.

Universality A given state P must occur throughout a scope.

Precedence A state P must always be preceded by a state Q within a scope.

Response A state P must always be followed by a state Q within a scope.

Why the structure is required for compliance
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ISO 26262-related compliance patterns identification
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Specificationpatterns FCL

Global scope Maintenence obligation

After scope Non-preemptiveobligation

Formalization in FCL

Exceptionsfor the rules Permit

Non-perdurantObligation

>

If something is permitted the obligation

to the contrary does not hold.

Permit Non-perdurantObligation
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ISO 26262-related compliance patterns definition/instantiation 
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Pattern Address Phase

Structure Phase

Obligation Everyphaseproposed by the safety model must be addressed. A phasecan be
omitted if tailoringisperformedanda rationaleisprovided

Description (Universality+ absense):A phasemust occur throughout a scope. Not addressingthe phaserequiresits

tailoringandthe provisionof a rationale.

Scope Global

FCL formalization

ὶȡ ὕὓὥὨὨὶὩίίὛύὟὲὭὸὈὩίὭὲὫὃὲὨὍάὴὰὩάὩὲὸὥὸὭέὲ

ὶȡὸὥὭὰέὶὖὬὥίὩȟὶὥὸὭέὲὥὰὩὊέὶὕάάὭὸὭὲὫὖὬὥίὩὖ ὥὨὨὶὩίίὖὬὥίὩ
ὶ ὶ

Pattern Instantiation

ὶȡέὴὸὭέὲὥὰὝὶὭὫὫὩὶὭὲὫὕὦὰὭὫὥὸὭέὲὕὓὥὨὨὶὩίίὖὬὥίὩ

ὶᴂȡὸὥὭὰέὶὃὨὨὶὩίίὛύὟὲὭὸὈὩίὭὲὫὃὲὨὍάὴὰὩάὩὲὸὥὸὭέὲȟὶὥὸὭέὲὥὰὩὊέὶὕάάὭὸὭὲὫὃὨὨὶὩίίὛύὟὲὭὸὈὩίὭὲὫὃὲὨὍάὴὰὩάὩὲὸὥὸὭέὲ
ὖ ὥὨὨὶὩίίὛύὟὲὭὸὈὩίὭὲὫὃὲὨὍάὴὰὩάὩὲὸὥὸὭέὲ

ὶ ὶ
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ISO 26262-related compliance patterns definition/instantiation 
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Pattern Perform Preconditions 

Structure ¢ƘŜ ǎǘǊǳŎǘǳǊŜ ƛƳǇƭƛŎƛǘ ƛƴ ǘƘŜ ŜȄǇǊŜǎǎƛƻƴ άin accordance withΦέ

Obligation A task is prohibited until the preconditions are performed.

Description (Absence + precedence):A given task cannot occur within a scope. The task is permitted to be 

performed if the preconditions are performed. 

Scope After.

FCL formalization

ὶȡὥὨὨὶὩίίὛύὟὲὭὸὈὩίὭὫὲὃὲὨὍάὴὰὩάὩὲὸὥὸὭέὲὕὃὔὖὔὖὴὩὶὪέὶάὛὴὩὧὭὪώὛύὟὲὭὸ

ὶȡὴὩὶὪέὶάὖὶὩὧέὲὨὭὸὭέὲὖὴὩὶὪέὶάὝὥίὯ
ὶ ὶ

Pattern Instantiation

ὶȡ ὝὶὭὫὫὩὶὭὲὫὕὦὰὭὫὥὸὭέὲὕὃὔὖὔὖὴὩὶὪέὶάὝὥίὯ

ὶȡὴὩὶὪέὶάὖὶέὺὭὨὩὛέὪὸύὥὶὩὃὶὧὬὭὸὩὧὸόὶὥὰὈὩίὭὫὲȟὴὩὶὪέὶάὖὶέὺὭὨὩὛὥὪὩὸώὙὩήόὭὶὩάὩὲὸίὖὴὩὶὪέὶάὛὴὩὧὭὪώὛύὟὲὭὸ

ὶ ὶ



Conclusion and future work
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We have

Ç Use Dwyers et at.ôsspecification patterns to provide our definition of safety
compliance pattern .

Ç Identify ISO 26262-specific FCL compliance patterns, extracted from implicit and
explicit recurring structures.

Ç Instantiate the defined patterns to illustrate their applicability

We plan to :

× Examine other ISO 26262 clauses to apply the proposed patterns and discover
additional ones.

× With a complete catalog of patterns, we plan to provide a more elaborated
guideline for their instantiation .

× Combine this work with previous work, regarding the provision of a framework to
increaseefficiency and confidence in safety processcompliance management

WoSoCer-23-26 october 2017, Toulouse, France
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Thank you for your attention!

Discussion timeé
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ISO 26262-related compliance patterns definition/instantiation 
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Pattern Disjoint methods

Structure Thestructureimplicit in the wordάor.έwhenit isusedto list two methods

Obligation Onlyonemethodcanbe selectedfrom a list of two.

Description (Existence+ absence): A givenmethod is selectedwithin a scope. Thepresenceof a secondmethod

derogatesthe selectionof the first method..

Scope After.

FCL formalization

ὶȡὭάὴὰὩάὩὲὸὭὲὫὛύὟὲὭὸὕὃὔὖὔὖίὩὰὩὧὸὍάὴὰὩάὩὲὸὭὲὫὃίὃὛέόὶὧὩὅέὨὩ

ὶȡίὩὰὩὧὸὓὩὸὬέὨςȟ ὖ ίὩὰὩὧὸὓὩὸὬέὨρ
ὶ ὶ

Pattern Instantiation

ὶȡ ὝὶὭὫὫὩὶὭὲὫὕὦὰὭὫὥὭὸέὲὕὃὔὖὔὖίὩὰὩὧὸὓὩὸὬέὨρ

ὶȡίὩὰὩὧὸὍάὴὰὩάὩὲὸὭὲὫὃίὃὓέὨὩὰὖ ίὩὰὩὧὸὍάὴὰὩάὩὲὸὭὲὫὃίὃὛέόὶὧὩὅέὨὩ

ὶ ὶ
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ISO 26262-related compliance patterns definition/instantiation 
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Pattern Select alternative methods

Structure Alternative methods given in tables.

Obligation Methods should be selected according to ASIL/recommendation levels. 
Alternative methods can be selected if a rationale is provided

Description (Response+ absence): A given obligation has to occur. The provision of a rationale grants the

permissionto derogatesthe obligation

Scope After.

FCL formalization

ὶȡὴὩὶὪέὶάὛὴὩὧὭὪώὛέὪὸύὥὶὩὟὲὭὸὕὃὔὖὔὖίὩὰὩὧὸὓὥὲὨὥὸέὶώὔέὸὥὸὭέὲίὊέὶὛύὈὩίὭὫὲ

ὶȡὴὶέὺὭὨὩὙὥὸὭέὲὥὰὩὊέὶὔέὸὛὩὰὩὧὸὓὥὲὨὥὸέὶώὓὩὸὬέὨί
ὖ ίὩὰὩὧὸὓὥὲὨὥὸέὶώὓὩὸὬέὨί

ὶ ὶ

Pattern Instantiation

ὶȡ ὝὶὭὫὫὩὶὭὲὫὕὦὰὭὫὥὭὸέὲὕὃὔὖὔὖίὩὰὩὧὸὓὥὲὨὥὸέὶώὓὩὸὬέὨί

ὶȡὴὶέὺὭὨὩὙὥὸὭέὲὥὰὩὊέὶὔέὸὛὩὰὩὧὸὓὥὲὨὥὸέὶώὔέὸὥὸὭέὲίὊέὶὛύὈὩίὭὫὖ ίὩὰὩὧὸὓὥὲὨὥὸέὶώὔέὸὥὸὭέὲίὊέὶὛύὈὩίὭὫὲ

ὶ ὶ


